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1.2

1.3

1. Configuring SSL on Oracle Weblogic

Introduction

This chapter details out the configurations for SSL on Oracle Weblogic application server.

Setting up SSL on Oracle Weblogic

To setup SSL on Oracle Weblogic application server, you need to perform the following tasks:

1. Obtain an identity (private key and digital certificates) and trust (certificates of trusted
certificate authorities) for Oracle Weblogic application server.

2. Store the identity and trust. Private keys and trust CA certificates are stored in keystores.

3. Configure the identity and trust the keystores for Oracle Weblogic application server in the
administration console.

4. Set SSL attributes for the private key alias and password in Oracle Weblogic administration
console.

Certificates and Keypairs

Certificates are used for validating the authenticity of the server. Certificates contains the name of
the owner, certificate usage, duration of validity, resource location or distinguished name (DN),
which includes the common name (CN - web site address or e-mail address depending of the
usage) and the certificate ID of the person who certified (signs) these information. It also contains
the public key and a hash to ensure that the certificate has not been tampered with. A certificate
is insecure until it is signed. Signed certificates cannot be modified.

A certificate can be self signed or obtained from a reputable certificate authority such as Verisign,
Inc., Entrust.net, Thawte, GeoTrust or InstantSSL.

SSL uses a pair of cryptographic keys - a public key and a private key. These keys are similar
in nature and can be used alternatively. What one key encrypts can be decrypted by the other
key of the pair. The private key is kept secret, while the public key is distributed using the
certificate.

A keytool stores the keys and certificates in a keystore. The default keystore implementation
implements it as a file. It protects private keys with a password. The different entities (key pairs
and the certificates) are distinguished by a unique ‘alias’. Through its keystore, Oracle Weblogic
server can authenticate itself to other parties.

In Java, a keystore is a ‘java.security.KeyStore’ instance that you can create and manipulate
using the keytool utility provided with the Java Runtime.

There are two keystores to be managed by Oracle Weblogic server to configure SSL.

e |dentity Keystore: Contains the key pairs and the Digital certificate. This can also contain
certificates of intermediate CAs.

e Trust Keystore: Contains the trusted CA certificates.

. ORACLE



2.1

2. Choosing the Identity and Trust Stores

Introduction

Oracle Financial Services Software recommends that the choice of Identity and Trust stores be
made up front. Oracle Weblogic server supports the following combinations of Identity and Trust
stores:

e Custom Identity and Command Line Trust
e Custom Identity and Custom Trust

e Custom Identity and Java Standard Trust
e Demo Identity and Demo Trust

Oracle Financial Services does not recommend choosing Demo Identity and Demo Trust for
production environments.

It is recommended to separate the identity and trust stores, since each Weblogic server tends to
have its own identity, but might have the same set of trust CA certificates. Trust stores are usually
copied across Oracle Weblogic servers, to standardize trust rules; it is acceptable to copy trust
stores since they contain public keys and certificates of CAs. Unlike trust stores, identity stores
contain private keys of the Oracle Weblogic server, and hence should be protected against
unauthorized access.

Command Line Trust, if chosen requires the trust store to be specified as a command line
argument in the Weblogic Server startup script. No additional configuration of the trust store is
required in the Weblogic Server Administration Console.

Java Standard Trust would rely on the cacerts files provided by the Java Runtime. This file
contains the list of trust CA certificates that ship with the Java Runtime, and is located in the
‘JAVA_HOME/jre/lib/security’ directory. It is highly recommended to change the default Java
standard trust store password from ‘changeit’ (without quotes), and the default access permission
of the file. Certificates of most commercial CAs are already present in the Java Standard Trust
store. Therefore, it is recommended to use the Java Standard Trust store whenever possible. The
rest of the document will assume the use of Java Standard Trust, since most CA certificates are
already present in it.

One can also create custom trust stores containing the list of certificates of trusted CAs.

For further details on identity and trust stores, please refer the Oracle Weblogic Server
documentation on Securing Oracle Weblogic Server.
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3.1

3.1.1

3. Obtaining the Identity Store
Creating ldentity Store with Self-Signed Certificates

Self-signed certificates are acceptable for use in a testing or development environment. Oracle
Financial Services does not recommend the use of self-signed certificates in a production
environment.

In order to create a self-signed certificate, the genkeypair option provided by the keytool utility of
Sun Java 6 needs to be utilized.

Creation of Self-signed Certificate

Browse to the bin folder of JRE from the command prompt and type the following command.

The items highlighted in blue are placeholders, and should be replaced with suitable values
when running the command.

keytool -genkeypair -alias alias -keyalg RSA -keysize 1024 -sigalg
SHA1withRSA -validity 365 -keystore keystore

In the above command,

1. alias is used to identify the public and private key pair created. This alias is required later
when configuring the SSL attributes for the managed servers in Oracle Weblogic Server.

2. keystore is used to specify the location of the JKS file. If no JKS file is present in the path
provided, one will be created.

The command will prompt for the following attributes of the certificate and keystore:

3. Keystore Password: Specify a password that will be used to access the keystore. This
password needs to be specified later, when configuring the identity store in Oracle Weblogic
Server.

4. Key Password: Specify a password that will be used to access the private key stored in the
keystore. This password needs to be specified later, when configuring the SSL attributes of
the managed server(s) in Oracle Weblogic Server.

5. First and Last Name (CN): Enter the domain name of the machine used to access
FLEXCUBE INSTALLER SERVICING, for instance, www.example.com

6. Name of your Organizational Unit: The name of the department or unit making the request,
for example, BPD. Use this field to further identify the SSL Certificate you are creating, for
example, by department or by physical server.

7. Name of your Organization: The name of the organization making the certificate request,
for example, Oracle Financial Services. It is recommended to use the company or
organization's formal name, and this name entered here must match the name found in
official records.
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8. Name of your City or Locality: The city in which your organization is physically located, for
example Mumbai.

9. Name of your State or Province: The state/province in which your organization is physically
located, for example Maharashtra.

10. Two-Letter Country Code for this Unit: The country in which your organization is physically
located, for example US, UK, IN etc.

The key generation algorithm has been specified as RSA, the key size as 1024 bits, the
signature algorithm as SHA1withRSA, and the validity days as 365. These can be changed to
suitable values if the need arises. For further details, please refer to the documentation of the
keytool utility in the JDK utilized by Oracle Weblogic Server.

Example
Listed below is the result of a sample execution of the command:

D:\Oracle\weblogicllig\jrockit 160 05 R27.6.2-20\bin>keytool -
genkeypair -alias selfcert -keyalg RSA -keysize 1024 -sigalg
SHA1withRSA -validity 365 -keystore D:\keystores\FCINSTALLER
SERVICINGKeyStore. jks

Enter keystore password:<Enter a password to protect the keystore>
Re-enter new password:<Confirm the password keyed above>
What is your first and last name?
[Unknown]: cvrhp0729.i-flex.com
What is the name of your organizational unit?
[Unknown]: BPD
What is the name of your organization?
[Unknown]: Oracle Financial Services
What is the name of your City or Locality?
[Unknown]: Mumbai
What is the name of your State or Province?
[Unknown]: Maharashtra
What is the two-letter country code for this unit?
[Unknown]: N

Is CN=cvrhp0729.i-flex.com, OU=BPD, O=Oracle Financial Services,
L=Mumbai, ST=Maharashtra, C=IN correct?

[no]: vyes

Enter key password for <selfcert>

(RETURN if same as keystore password):<Enter a password to
protect the key>

Re-enter new password:<Confirm the password keyed above>
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3.2

3.21

Creating ldentity Store with Trusted Certificates Issued

by CA

Creation of Public and Private Key Pair

Browse to the bin folder of JRE from the command prompt and type the following command.

The items highlighted in blue are placeholders, and should be replaced with suitable values
when running the command.

keytool -genkeypair -alias alias -keyalg keyalg -keysize keysize -
sigalg sigalg -validity valDays -keystore keystore

In the above command,

1.

alias is used to identify the public and private key pair created. This alias is required later
when configuring the SSL attributes for the managed servers in Oracle Weblogic Server.

keyalg is the key algorithm used to generate the public and private key pair. The RSA key
algorithm is recommended.

keysize is the size of the public and private key pairs generated. A key size of 1024 or more
is recommended. Please consult with your CA on the key size support for different types of
certificates.

sigalg is the algorithm used to generate the signature. This algorithm should be compatible
with the key algorithm and should be one of the values specified in the Java Cryptography
API Specification and Reference.

valdays is the number of days for which the certificate is to be considered valid. Please
consult with your CA on this period.

keystore is used to specify the location of the JKS file. If no JKS file is present in the path
provided, one will be created.

The command will prompt for the following attributes of the certificate and keystore:

7.

10.

Keystore Password: Specify a password that will be used to access the keystore. This
password needs to be specified later, when configuring the identity store in Oracle Weblogic
Server.

Key Password: Specify a password that will be used to access the private key stored in the
keystore. This password needs to be specified later, when configuring the SSL attributes of
the managed server(s) in Oracle Weblogic Server.

First and Last Name (CN): Enter the domain name of the machine used to access
FLEXCUBE INSTALLER SERVICING, for instance, www.example.com

Name of your Organizational Unit: The name of the department or unit making the request,
for example, BPD. Use this field to further identify the SSL Certificate you are creating, for
example, by department or by physical server.
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11. Name of your Organization: The name of the organization making the certificate request,
for example, Oracle Financial Services. It is recommended to use the company or
organization's formal name, and this name entered here must match the name found in
official records.

12. Name of your City or Locality: The city in which your organization is physically located, for
example Mumbai.

13. Name of your State or Province: The state/province in which your organization is physically
located, for example Maharashtra.

14. Two-letter Country Code for this Unit: The country in which your organization is physically
located, for example US, UK, IN etc.

Example
Listed below is the result of a sample execution of the command:

D:\Oracle\weblogicllig\jrockit 160 05 R27.6.2-20\bin>keytool -
genkeypair -alias cvrhp0729 -keyalg RSA -keysize 1024 -sigalg
SHA1withRSA -validity 365 -keystore D:\keystores\FCUBSKeyStore.jks

Enter keystore password:<Enter a password to protect the keystore>
Re-enter new password:<Confirm the password keyed above>
What is your First and last name?
[Unknown]: cvrhp0729.i-flex.com
What is the name of your organizational unit?
[Unknown]: BPD
What is the name of your organization?
[Unknown]: Oracle Financial Services
What is the name of your City or Locality?
[Unknown]: Mumbai
What is the name of your State or Province?
[Unknown]: Maharashtra
What is the two-letter country code for this unit?
[Unknown]: IN

Is CN=cvrhp0729.i1-flex.com, OU=BPD, O=Oracle Financial Services,
L=Mumbai, ST=Maharashtra, C=IN correct?

[no]: vyes

Enter key password for <cvrhp0729>

(RETURN i1f same as keystore password):<Enter a password to
protect the key>

Re-enter new password:<Confirm the password keyed above>
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3.2.2

3.2.3

3.24

Generating CSR

To purchase an SSL certificate, one needs to generate a Certificate Signing Request (CSR) for
the server where the certificate will be installed.

A CSR is generated from the server and is the server's unique “fingerprint". The CSR includes the
server's public key, which enables server authentication and secure communication.

If the keystore file or the password is lost and a new one is generated, the SSL certificate and
the private key will no longer match. A new SSL Certificate will have to be requested.

The CSR is created by running the following command in the bin directory of the JRE:
keytool -certreq -alias alias —file certreq_file -keystore keystore

In the above command,

1. alias is used to identify the public and private key pair. The private key associated with the
alias will be utilized to create the CSR. Specify the alias of the key pair created in the
previous step.

2. certreqg_file is the file in which the CSR will be stored.
3. keystore is the location of the keystore containing the public and private key pair.

Example
Listed below is the result of a sample execution of the command

D:\Oracle\Weblogicllg\jrockit_160 05 R27.6.2-20\bin>keytool -certreq -
alias cvrhp0729 -file D:\keystores\certreq.csr -keystore
D:\keystores\FCUBSKeyStore. jks

Enter keystore password:[Enter the password used to access the
keystore]

Enter key password for <cvrhp0729>[Enter the password used to access
the key in the keystore]

Obtaining Trusted Certificate from CA

The processes of obtaining a trusted certificate vary from one CA to another. The CA might
perform additional offline verification. Consult the CA issuing the certificate for details on the
process to be followed for submission of the CSR and for obtaining the certificate.

Importing Certificate into Ildentity Store

Store the certificate obtained from the CA in the previous step, in a file, preferably in PEM format.
Other formats like the p7b file format would require conversion to the PEM format. Details on
performing the conversion are not listed here. Please refer to the Oracle Weblogic Server
documentation on Securing Oracle Weblogic Server, for details on converting a Microsoft p7b file
to the PEM format.

The command to be executed for importing a certificate into the identity store depend on whether
the trust store chosen (in the earlier step; see section 2 of this document). It is highly
recommended to verify the trust path when importing a certificate into the identity store. The
commands provided below assume the use of the Java Standard Trust store.
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Importing the Intermediate CA certificate

Most Certificate Authorities do not use the root CA certificates to issue identity certificates for use
by customers. Instead, Intermediate CAs issue identity certificates in response to the submitted
CSRs.

If the Intermediate CA certificate is absent in the Java Standard Trust store, the trust path for the
certificate will be incomplete for the certificate, resulting in warnings issued by Weblogic Server
during runtime. To avoid this, the intermediate CA certificate should be imported into the identity
keystore. Although the intermediate CA certificate can be imported into the Java Standard Trust
store, this is not recommended unless the intermediate CA can be trusted.

The following command should be executed to import the intermediate CA certificate into the
keystore.

keytool -importcert -alias alias -file cert_file -trustcacerts -keystore
keystore

In the above command,
1. aliasis used to identify the public and private key pair. Specify the alias of the key pair
used to create the CSR in the earlier step.

2. cert_file is the location of the file containing the intermediate CA certificate in a PKCS#7
format (PEM or DER file).

3. keystore is the location of the keystore containing the public and private key pair.

The trustcacerts flag is used to consider other certificates (higher intermediaries and the root
CA) in the chain of trust. If no chain of trust is established during verification, the certificate will be
displayed and one would be prompted to verify it. It is recommended that due diligence be
observed, when the prompt is displayed to verify a certificate when a chain of trust is absent.

Listed below is a sample execution of the command

D:\Oracle\weblogicllig\jrockit 160 05 R27.6.2-20\bin>keytool -
importcert -alias verisigntrialintermediateca -file
D:\keystores\VerisignlntermediateCA.cer -trustcacerts -keystore
D:\keystoreworkarea\FCUBSKeyStore. jks

Enter keystore password:<Enter the password used to access the
keystore>

Certificate was added to keystore

Importing the Identity certificate
The following command should be executed to import the identity certificate into the keystore.

keytool -importcert -alias alias -file cert file -trustcacerts -keystore
keystore

In the above command,

4. alias is used to identify the public and private key pair. Specify the alias of the key pair
used to create the CSR in the earlier step.
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5. cert_file is the location of the file containing the PKCS#7 formatted reply from the CA,
containing the signed certificate.

6. keystore is the location of the keystore containing the public and private key pair.

The trustcacerts flag is used to consider other certificates (intermediate CAs and the root CA) in
the chain of trust. If no chain of trust is established during verification, the certificate will be
displayed and one would be prompted to verify it. It is recommended that due diligence be
observed, when the prompt is displayed to verify a certificate when a chain of trust is absent.

Listed below is a sample execution of the command

D:\Oracle\weblogicllg\jrockit_160_05_R27.6.2-20\bin>keytool -
importcert -alias cvrhp0729 -file D:\keystores\cvrhp0729.cer -
trustcacerts -keystore D:\keystoreworkarea\FCUBSKeyStore. jks

Enter keystore password:<Enter the password used to access the
keystore>

Enter key password for <cvrhp0729>:<Enter the password used to access
the private key>

Certificate reply was installed in keystore

The previous set of commands assumed the presence of the appropriate root CA certificate
(in the chain of trust) in the Java Standard Trust store, i.e. in the cacerts file. If the CA issuing the
identity certificate (for the Weblogic Server) does not have the root CA certificate in the Java
Standard Trust store, one can opt to import the root CA certificate into cacerts, or into the identity
store, depending on factors including trustworthiness of the CA, necessity of transporting the trust
store across machine, among others.
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4. Configuring Identity and Trust Stores for
Weblogic

4.1 Enabling SSL on Oracle Weblogic Server

4.2

To configure SSL on Oracle Weblogic server, login in to the Admin Console and follow the steps

given below:
1. Under ‘Change Center’, click the button ‘Lock & Edit'.
2. Expand ‘Servers’ node.
3. Select the name of the server for which you want to enable SSL (example - exampleserver).
4. Go to ‘Configuration’ and select General’ tab.
5. Select the option ‘SSL Listen Port Enabled’ and specify the SSL listen port.
6. Against ‘Listen Address’, specify the hostname of the machine in which the application server

is installed.

Configuring ldentity and Trust Stores

To configure the Identity and Trust stores in Oracle Weblogic Server, log in to the Admin Console
of Weblogic Server.

1.
2.
3.

7.

Under ‘Change Center’, click the button ‘Lock & Edit’.
Expand ‘Servers’ node.

Select the name of the server for which you want to configure the keystores (example -
exampleserver).

Go to ‘Configuration’ and select ‘Keystores’ tab.

In the filed ‘Keystores’, select the method for storing and managing private keys/digital
certificate pairs and trusted CA certificates. This choice should match the one made in
Section 2 of this document (Choosing the Identity and Trust Stores).

In the ‘Identity’ section, provide the following details:

e Custom Identity Keystore File Name: Fully qualified path to the Identity keystore.

e Custom Identity Keystore Type: Set this attribute to JKS, the type of the keystore. If left
blank, it is defaulted to JKS (Java KeyStore).

e Custom Identity Keystore PassPhrase: The password you enter when reading or
writing to the keystore. This attribute is optional or required depending on the type of
keystore. All keystores require the passphrase in order to write to the keystore. However,
some keystores do not require the passphrase to read from the keystore. Oracle
Weblogic server only reads from the keystore. So whether or not you define this property
depends on the requirements of the keystore.

In the ‘Trust’ section, provide the following details:

If you choose Java Standard Trust, specify the password used to access the trust store.
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If you choose Custom Trust, the following attributes have to be provided:

e Custom Trust Keystore: The fully qualified path to the trust keystore.

e Custom Trust Keystore Type: Set this attribute to JKS, the type of the keystore. If left
blank, it defaults to JKS (Java KeyStore).

e Custom Trust Keystore Passphrase: The password you enter when reading or writing
to the keystore. This attribute is optional or required depending on the type of keystore.
All keystores require the passphrase in order to write to the keystore. However, some
keystores do not require the passphrase to read from the keystore. Oracle Weblogic
Server only reads from the keystore. So, whether or not you define this property depends
on the requirements of the keystore.

When identity and trust stores are of the JKS format, the passphrases are not required.
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5. Setting SSL attributes for Managed Servers

5.1 Setting SSL Attributes for Private Key Alias and

Password
To configure the private key alias and password, log in to the Oracle Weblogic Server Admin
Console.
1. Under ‘Change Center’, click the button ‘Lock & Edit’.
2. Expand ‘Servers’ node.
3. Select the name of the server for which you want to configure keystores (example -
exampleserver).
4. Goto ‘Configuration’ and select ‘SSL’ tab.
5. Select ‘Keystores’ from ‘Identity and Trust Locations’.
6. Under ‘Identity’ section, specify the following details:
e Private Key Alias: set this attribute to the alias name defined for the key pair when
creating the key pair in the Identity keystore.
e Private Key Passphrase: The password defined for the key pair (alias_password), at the
time of its creation. . Confirm the password.
7. Click ‘Save'.
8. Under ‘Change Center’, click ‘Activate changes’.
9. Goto controls tab, check the appropriate server and click ‘Restart SSL’. Confirm when it

prompts.
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6. Testing Configuration

6.1 Testing Configuration

Once the Oracle Weblogic has been configured for SSL, deploy the application in the usual manner.
After deployment, you can test the application in SSL mode. To launch the application in SSL mode
you need to enter the URL in the following format:

https://(Machine Name):(SSL_Listener_port_no)/(Context_root)

It is recommended that the Oracle FLEXCUBE INSTALLER SERVICING web application be
accessed via the HTTPS channel, instead of the HTTP channel.
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7.1

7.2

7.2.1

7. Creating Resources on Weblogic

Introduction

This document explains the steps to be executed to deploy the FCIS application and gateway
application in application server.

Resource Administration

This section deals with the process of resource administration on Oracle Weblogic.

All the resources mention in “Resources To be Created” document are need to be created before
deployment. One example for each category is explained in the following subsections.

Creating Data Source

The method for creating data sources is explained under the following headings.

7.2.1.1 Prerequisites

You need to create the data source with OCI enabled. For this, download Oracle Instant Client
and install it. The details are given below.

Package | Download Location Remarks

Oracle http://www.oracle.com/technetwork/ | Install Oracle Instant Client in a local

Instant database/features/instant- directory. While configuring Weblogic for

Client client/index.html Windows or Unix/Linux box, you need to

Package provide the directory path where Instant
Client is installed.

You need to do the data source configuration with OCI driver enabled. The configurations are
given below.

e Oracle Weblogic on Windows Box:

> Set {ORACLE_HOME} in the environment variable.

> Update the Environment Variable Path as {ORACLE_HOME}/Instance Client.
This is required to load all the .dll files.

> Ensure that the ojdbc*.jar file in {WL_HOME}/server/lib/ojdbc*.jar is the same as
the file {ORACLE_HOMEY}/jdbc/lib/ojdbc*.jar. This is required for ensuring compatibility.

> Update PATH in StartWebLogic.bat or in setDomainEnv.bat. This must be the

path of directory where Oracle Instant Client is installed.
e Oracle Weblogic on Unix/Linux Box:
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> Set {ORACLE_HOME} in the environment variable.

> Update the environment variable LD_LIBRARY_PATH as {ORACLE_HOME}/Iib.
This is to load all the .so files.

> Ensure that the ojdbc*.jar file in {WL_HOME}/server/lib/ojdbc*.jar is the same as
the file {ORACLE_HOMEY}/jdbc/lib/ojdbc*.jar. This is to ensure compatibility.

> Update LD_LIBRARY_PATH in StartWeblogic.sh or in setDomainEnv.sh. This
must be the path of directory where Oracle Instant Client is installed.

> If you are still not able to load the .so files, then you need to update the

EXTRA _JAVA PROPERTIES by setting Djava.library.path as {ORACLE_HOMEY/Iib in
StartWebLogic.sh or in setDomainEnv.sh.

7.2.1.2 XA Enabled Data Source for Gateway Application

Follow the steps given below:

Start the Administrative Console of Weblogic application server. You can start this by entering
Oracle Weblogic Admin Console URL in the address bar in an internet browser.

http://10.10.10.10:1001/console

fle Edt View Hstory Bookmarks Toos  Help
@ - En I ‘http‘ﬂ/lﬂ 10.10.10:1001 feonsale/login/LoginFarm. jsp > - Il‘—l"snng\e rel
2 Most isited || Aria | AccountRequest | | CRMTicksts | MyOrack | NebworkRequest | Softwars

|| Oradle WebLogic Server Administrati...| = | [-

ORACLE WeblLogic Server Administration Console 12¢

Welcome

Log in to work with the WebLogic Server domain

Username:

Password:

Done

1. Specify the Weblogic administrator user name and password. Click ‘Log In'.
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Navigate to Oracle Weblogic home page.

o | g ome Page -Foubs1 13, domain - WLS Consoke

B B] e e Gk "

ORACLE Weblogic Server® Administration Consale

Change Center
Vhew changes and restarts

ik T Lick I Bt button b modify, add or
Gmete e i the doman,

Search

1 the configue aten
Use the Change Centar

gt
Chanpe Consoie prafarences

ot serorrs

System Status
Hesith of Running Servers

1) Home Loz Out Preferences [17

Hurer
Home Fage

Information and Resources

= Configure apcicasors
o Configure Grickink for KAC Dask Source
= figcen

Task Sans

® Sel your corscie preferences.

- Dumain Conliguratians

® Seves

» Chgters

Vet Mot

s Mgraiabie Torgets
o Cobermice Sarcars
s Coherence Custers
» Mactoes

= Viork Managers

= Startup el Shuddonn Clwses

i+ Helg

L&l

matsn
= Common Admrsiration Task Deseriotons
® Head the documentaton

®» Agh 3 queston en My Orade Support

= Oracle Guandan Cverven

+ Hestagng
= M Servers

& StormandFord Agmnte
=5 Modules

» Bat S

» Ferenp INOE Providers
ik Contes

» Enguest Baformance

. drchives

. S

ndwme,mltmw s feubs 113 _deman

% Localintrarat.

, 100%

2. Click ‘LOCK & EDIT".
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llowing screen is displayed:

P TT

| Sy of X082 Dota Sources - Feubsl 13 domain .. |

. x »
B ED W v heepe o @ Todk s
ORACLE WebLogio Sorver® Admiaston Conae - T oHR
Change Center 18 Home Log Out Freferences [ Record e | A nmml:\:—mw 19: feubs113_donsain
Vi oy st Feibarts v s Summmary of JOBE Dats Sources
M e charsgms munt. Clck the Raimme Summary of JDBC Data Sources
Corifguraton tuiten 12 siaw others i edt The
doman, Configuration  Morionng
4 08C data source e 2 the 0T wee 7y tough 8 pesl of JDSC connections. Anchcations £an look LD 8 i 19urce on the JO! Fee aed then
Berrom 8 Eatahase connectan rom 3 dath Source,
This page the T8 e
¥ customize thes table
Data Sowrces (Filtered - Hore Columns Exist]
i SPowng 110 70f 2 Previeus | Newt
i~Foreign 201 Provders Type Targets
i Contexts
Geevic ManagrdServer s
[ |Foussiimans e ManagrdServer
- Hge > Showing Lio 20f 2 Previous | hext
How do L. 8
» Create TBC germic dats sastes
» Crepe BC Gk
— ¥
hitpef10, 184,74, e g Local inraret

3. Expand ‘Services’ and then ‘Data Sources’ under it. Click ‘Lock & Edit’ button.
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a Sources - foubs113_domain - WLS Consolo

Windows Internet Lx

| Sy of X082 Dota Sources - Feubsl 13 domain .. |

Change Center
Vhew changes and restarts

Mo e charges must. Tk the Reeme
Corviguratien tulton b slow others i edt he
doman,

~ePerpstant Snares
Foreion 1O Proveders

ORACLE Weblogic Server® Administration Conssle

1) Home LogOut Preferences (54 Recerd Hep |
v s Summmary of JOBE Dats Sources
Summary of JDBC Data Sources

Configuration  Morining

A J08C data source i the IO ree that,

[e

e B EAaAase sonectan from & BT SOUFCE

This page the THT

¥ customize thes table

Data Sowrces (Filtered - Hore Columns Exist]

JNDE Name

1y through 8 poot of JDBC sornectons. Anolcatons can ook Lo B Tats source on the FOI ree and then

fv @ L

nmml:ﬂﬁw s feubs 113 _domamn

Showng Lin 20f 2 Previeus | et

s Dats Source

@] |R‘.nsnn.".-.

prap s

e e DBty

Showing L 20f2 Previous | Next

%4 Localintraret

screen is displayed.

4. To create a new data source, click ‘New’ and select ‘Generic Data Source’. The following
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= Croste a How JODC Data Source - fcubs113_domaln - WLS Console - Windows Internet [xplorer

Gn‘- ] bRtpi10.104.74. Jobal || %
- W’] Fivorkes - ook Helo

U G| rmote o Mew JBC Dita Source - okt 13, domain .. |

g : "
LR R
CIRACLE WeblLogho arver Adieei oo e
Change Center &) Heme LogOut Freferences [53 Receed He a Wekome, weblogs | Comecied o: feubs113_donsain
Vicw chasges sod resbarts i »Summmary ol JOBE Dats Surces
P prrcien chargme musit. T the Rammie Create a few JDBC Data Sowrce
Corifguraton tuiten 12 siaw others i edt The
et g S
0B Diata Source Propertie:
Hewase Lin lguaion N

o il be usesd i identfy vour new J0BC daty source.
Domam structare

Indcates requred fiekds

WWhat would veu lie 20 name vour new JOBC tatn seurce?
AE] * mame: FLEXTEST WORLD
kst I it ol o e 40 g 43 your e JDRC Dats Scurce?

] a0 names
FLEXTEST . WORLD

s Gl ihas Satabace tyde voud you bt b et
= Cresie Luitensbled JOOC data sources

Database Type:

System Status a - [ caneat
” o | e

% Localintrarat. Wi -

5. Specify the following details:

JDBC Datasource Name FLEXTEST.WORLD

JNDI Name FLEXTEST.WORLD

Database Type

Oracle

6. Click ‘Next'.
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The following screen is displayed:

a New JDHC Data Source - 1

i Infernel Explorer
G = |8 hpeiae T f—

Bl bt ew Faeortes  Jok bep

b

S (8| e | 8 ormcin oo Sorver aum.., | B8 Creste s Mew J06< Duka ., X

ORACLE Weblogic Server® Administratiun Consale

Change Center

) Fore Lo Ot Pertivercrs [B5] Ricord Foekp

a, wielcome, weblogic | Covecied i: feubs113_domain

W s wd sk o - o Soe - /1 > Soammary of JHC Data Sosrces

Tia perdig chsnges ex e Rese Create a tiew JDBC Data Source

CarAguraten buteee i sl oihers n et the

et Back || Newt Cancel

JDBL Data Source Properties
Beiase o
s g pr

il e used tn dernfy your new TBC datn saurce.
Dakahase Type: racie

ciataburse: chovr miniel o Bk b e I ereate dalabine cormestions? Natr: ®rkentes Bt the dhver o eagiketly st

Dal Trver:

“Oracte’s Driver (Thin XA) for Instance connections. Versions:3.0.1 and Later

. ]
Sack || ned Lance

How da T

» Crea

genenc dat saurees
® Create LL7-sruhied T0BC Gam sources

Sysbem Status &
Health ol Rurrang Sevrers

[ Faled (0]}

Doree

8 Local il anet. #1000

7. Select the XA database driver as shown in the figure. Click ‘Next'.
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G\:‘:.! ‘ L htho:ff10.184.74,

Be G Yew Fgeim ek ek

W[5 8 ovads Webtoe Server '_ﬂc:m-mmm...x

pending changes exst. Clck e Release
Configuraton button bo slow others thedt the

ORACLE WebLogls Server® Administration Conscle

Chaige Center 18 tome Log Out Prefevences 4] Record Hep | Q
v anges sid nesbarts Hore 2 Surmmary o B s »Summary of DB Data Sources

o

Back | Heat

Wekoome, weblogic | Comected to: feubsl13_domain

Create a Hew JOEC Data Source
Bagk | et I e
Transaction Uptions

o have selecied an 1A JOSC criver 10 Loe 03 Credte da1EbACE CONNECION N Your new date source. The cats sowrce wil suppont giobal transactions nd uoe e Tro-Prase Commit global
transacton promenl. Mo other wansacton configurasen optons are avalable

| Cancel

Dene

Lo bt R -

8. Click ‘Next’. The following screen is displayed:
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lew JDOC Data Source - foubs113_damain - WIS Console - Windows Internet Explorer

G' = |8 heni10.01.74

B [t Vew Favotes ook Help
Mcifoc_§ig

W 0| Conate o bew JDBC Dt Souren « Feukl 13_doma -, .

Change Center
Vi changes. and restarts
Ho cxtring chirees st Sick the Reitune

Contauraton BUtton 12 alow Shes 7 601 T
daman.

Demain Structure

Bewaie Contgraton

COHRACLE Weblogic Server® Administration Console

1@ wome Log Cut Preserences (B8 Record Hep 9

e it o B e
Create a lew JOBC Dats Source
EE e
Lannection Properties
Define Connecton Propertes.
Whatis the name oF the detsbast vou woukd ke 5 comiedt 1?7

Diatabase ame: KERDEVZ

hatl 3 the narve e TP akress of the datiiase seree?

Hast Rame: 10101010

What s the port on e catahase server used tn connect 1o the database?

e 1010

it aTatinge SO0 Lt T 50 Y W 1 LR 0 Create AAtsbaee conrecngd

atabase Liser Mame: FEPRIII

ihat s the datrbnse azcount fassord in Use 1o reate datahase corneraons?

Password:

Conbirm Passmnd:

Back | | e | ances

G- B i - ey - Ko -

Wkcame, webloge: | Corrected o fcubs113_domam

9. This screen defines the connection properties. Set the details as shown below:

10. Specify the Database Name, Host Name, Port of the database server to connect, Database

User Name and Password. Confirm the password.

11. Click ‘Next'.
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The following screen is displayed.

68 Create a New IDBC Data Source - Def
. S— Y
@\_j .l epinzenae

g Favoetes g5 @ Web Slice Gallery =

&8 Create a New JDBC Data Savece - DefauliDomain ..

B E D m Bger Seyv Tk @ 7

ORACLE wWeblogic Server® Administration Consclo

Change Center 1B Home Log Out Prefeences (2] Record Wy | q
View changes and restarts e s femmary of IOAC Dats Sources

Comfigr aton ey & enablied, Futsre Create a New J00C Data Sowrce

changes wil sutomatcally be bctivated as you

et uck oicdute i o Sk ewin: TeatContguaon | Back | ne | Fan) | coscel

Domamn Structure

Test Database Connection

DefadDoman -
S Emororment I Welabity nd
| ’:"""'"'-" Wit i the full package name of TBC driver class sed o diatah. s

5 messagrg

= XuC

Dats Sources
H-Mult Data Sources Driver Class Rame: ovacle e OracheDmr

Whatis the URL of the database to connect to7 The format of the URL vanes by JOBC driver.
Foregn TN Prowders

|+ Caherence Cumters uRL

| Work Cortety ¥ jdbc-orache in@10.10.10
1AM Bt =
Wkt elstbuse aetimel e e
ow o L =]
Database User Name: ;
= Creste JOOC dats sources FCPB1I
4 Create LUt enabled 1D8C dat
eate LU ens i snrees S
System Status
Heaith of Rurning Servers
Passwoed:
| Faded ()
| sl {0}
I Overioaded i) Confirm Fassword:
[ Warring (0}
(1) What are the prope tes to pass 1o the JOBC driver when cresting databise conmections?
Properties:

usersFCFEL121 |

it tabh s i you ke o use B

Tew

Welcansr, wablogic | Cornecied io: DelasltBosmain

12. Specify the Driver Class Name (Eg: oracle.jdbc.OracleDriver)

13. Specify the URL.

14. jdbc:oracle:thin:@10.10.10.10:1001:<INSTANCE_NAME>Specify the Database Username

(Eg: FCPB1121) and password.
15. Confirm the password.

16. Click ‘Test Configuration’ tab.
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If the connection is established successfully, the message ‘Connection test succeeded’ is

displayed.

ansole - Windows

WG| crests b Mew J0OC Doth S0rce - Fouba1 12 doen ...

fr- B & - (itewe - Qirgk - 7

ORACLE weblogic Server® Administration Console

Change Center ) rome Log Out Freferences B Record Help |
\iew changes and restarts

Him »Sumemiry of JDBE Dals Sowries
Hessages

oF Coerecnan ten nreeded
Create a lew J0BC Data Source.

Test Comfguraten

| Frma | | Cance:

Test Database Connection

Teat the datsbase vslabdty snd e CONMBINON Dronerbes you Drovided.

Drbenr Class Hame:

URL:

What s the ful package name of JDBC driver cass used 15 oreale dALEbALE CONMECIONS I Hhe Cormecton poci!

oracle jobe. OracleDmar

WAL the LEL oF e catabase 15 Comect 157 The Sormat of S LEL vanes by J0BC drver

b oracle i §10,10.10,

Whait database aceruet user rame do you Nt 0 Lse 10 ereate datahase connestors?

Crverloaded (0]

|
I " Criveal ()
I
I

I
Propertees:
usersFCFEIIZL |

Database User Hame: FCPE1121
» Cresls JOBC generic dala sources
® Crease LA ersbles TDSC Sty saurces Whats 2 pasaord
System Status ]
il of Sunnng Servers Passward:
Paled (0]
Cantirm Passward:

warming (3) Bt B0 e Dropertes 1 Dass 1o e JDBC dmver when creatng datsbase conectons?

m,whluwlcmnr! to: feubs1 13_damain

4 Local ntranet 0% -

17. Click ‘Next'.
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The following screen is displayed:

o a How

ata Sour

foubs113_domaln - WLS Console - Windows |

s ke 183 Pads

U G| rmote o Mew JBC Dita Source - okt 13, domain .. |

B B] e e Gk "

Change Center
Wiew changes and restarts
M g chivges musit, Shk the Rabuie

Corviguratien tulton b slow others i edt he
doman,

Reiease Contgwaton

ORACLE Weblogic Server® Administration Conssle

Domaim Structare

8 Home Logout Preterences 2 Record Moo Wekcome, meblogs | Cornected 1 feubs113_doman

|®

Fcrm > Sunmmary of IDBC Dats Sourves

Create a New JDBC Dats Source
Back Frsh | [ Cancel
Select Targets

o can seiect e o mane Wegets b deploy your rew JOBC date saurce. 1¥ you don't select o torget, the data source il be created butnet deploved. Fou will nee b desloy ¥he deta sourte
niater 2ee,

Gervers

[ asminsercer

L mansgedservens

Back Foan | | Cancel

tore

% Localintrarat. Wi -

18. Check the boxes against the required servers. Click ‘Finish’. The following screen is

displayed:
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(= Summary of JODC Data Sources - fcubs113_domaln - WLS Consolo - Windows Internat [xplorer

Gn‘ = ] R0, 104, 74 14 T ciresche Jeonesoke DOrtal?_ftetrusl,_pagel shaleGobal DDt KGou o TablsPags

Ele ES Yew Fgwertes [oos teb

W | 8 Summary of 2085 Doka Sources - bt 3 doman -, |

Change Center
View changes and restarts
Brrte chavgms must. They mst be actoated

 Data Sources
~Perpstent Stores
—Foregn PO Provders

® Deiete JOBC mull data sourees

ORACLE Weblogic Server® Administration Conssle

1) Heme Log Out Freferences [ Record e

v s Summmary of JOBE Dats Sources
Summary of JDBC Data Sources
Configuration  Morvioing

A J08C data source i the IO ree that,

|®

e B EAaAase sonectan from & BT SOUFCE

This g the THT

civity through 8 posl of JOSC cornecions. Anchoabong can logk Lo 8 dats source on the FOE tee e then

¥ customize thes table

Data Sowrces (Filtered - Hore Columns Exist)

om crman.

Lk TS Pads

B B] e e Gk "

n&mml:mw o feubs113_donain

i Showing L1300 3 Previeus | et
Type WD Rame Targets
Ceremic e oo 08 Maragrdtero |

[ |Fouss i ereric | e e B ety Maeagedterie |

[ |memestwonn Ceremic FLENTEST. WORLD A

Showing 110 30f 3 Frevious | et

System Status -
Hesith of Running Servers

g0, 184 74

 Slocnest

19. Click ‘Activate Changes’ button. Click ‘Activate Changes’ button on the left pane. The
message ‘All the changes have been activated. No restarts are necessary’ is displayed.
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(= Summary of JOUC Data Sources - foubs113_domaln

WL Console - Windows Internet [xplorer
G-_ 4= | o, piortalt_nfpbetrusts_pagelsbelhitp:

L. 74, ta?_pi phetrsst_pargel sbek - e Al a3 P10
Ele ES Yew Foertes [oos beo

-
i | @ Smmary of X082 Dok Sources - Fedbst 13, demain .. B B] e e Gk "
=y —pST—— Qe — R
Change Center @) veme Log Out Freferences [ He a Wekome, weblogs | Comecied o: feubs113_donsain
N o o Feris r——r i —

Hessages

ek e Lok & Bclt button to madify, add o
Gminte e N T domarn. L4

A ranges have been scated, e restaris e necessary
Ll Sumimary of 08 Data Sources

Configuration Moy

A 0BG cata source s a0 cbiect bound Lo the 2O ee that orovides catsbase connectity through #0od of JOBC commections. Aahuabons can lock LD B SR source on The FEE e i then
Sarrow B Satsbase cannecton from & Cats source,
This pege summarizes the J08C date source ohiects et bave been crested in s domain.

¥ Customize this table

{Filtered - Exist)

Chck the Lock & Faebution n the Changs Center to scovate o the buttons on s Dege.

Shoaang L6 10F 3 Previeus | Next
Type INDT Name Targets

B Geners b fode s Mansgedterer]
Gene

jdbcifdevDSbranch Managedserverl

PLENTEST, WORLD

AgmnServe

Sraung 110 J0f 3 Previous | hest

 Sdiocinenst Kiow -

20. 'FLEXTEST.WORLD’ datasource has been created.

7.2.1.3 Non-XA Enabled Data Source For FCJ Application

1. Follow the steps given below:Start the Administrative Console of Weblogic application server

You can start this by entering Oracle Weblogic Admin Console URL in the address bar in an
internet browser.

http:10.10.10.10:1001/console Eg: http://10.10.10.10:1001/console
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http://10.10.10.10:1001/console

%) Oracle WebLogic Server Administration Console - Mozilla Firefox

fle Edt Vew Higtory Bookmarks Toos  Hep

@—_v (6] v | hetmiis10.10.10,10: 100 cansole/toginfLoginFarm s

Bl E BE=D »
£ MostVisted | | Aria | AccourtRequast | | CRM Ticksts | My Oracle | | NetworkRequest | | Software
__ Oracle WebLogic Server Administrati...| -+ ‘

=
ORACLE WebLogic Server Administration Console 12¢

Welcome

Log in to wrk with the WebLogic Server domain
Username:

Password:

Done

2. Specify the Weblogic administrator user name and password. Click ‘Log In'.

3. Navigate to Oracle Weblogic home page.
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Windows Internet Lapk
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B B] e e Gk "
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e following screen is displayed:

P TT

| Sy of X082 Dota Sources - Feubsl 13 domain .. |

. x »
B ED W v heepe o @ Todk s
ORACLE WebLogio Sorver® Admiaston Conae - T oHR
Change Center 18 Home Log Out Freferences [ Record e | A nmml:\:—mw 19: feubs113_donsain
Vi oy st Feibarts v s Summmary of JOBE Dats Sources
M e charsgms munt. Clck the Raimme Summary of JDBC Data Sources
Corifguraton tuiten 12 siaw others i edt The
doman, Configuration  Morionng
4 08C data source e 2 the 0T wee 7y tough 8 pesl of JDSC connections. Anchcations £an look LD 8 i 19urce on the JO! Fee aed then
Berrom 8 Eatahase connectan rom 3 dath Source,
This page the T8 e
¥ customize thes table
Data Sowrces (Filtered - Hore Columns Exist]
i SPowng 110 70f 2 Previeus | Newt
i~Foreign 201 Provders Type Targets
i Contexts
Geevic ManagrdServer s
[ |Foussiimans e ManagrdServer
- Hge > Showing Lio 20f 2 Previous | hext
How do L. 8
» Create TBC germic dats sastes
» Crepe BC Gk
— ¥
hitpef10, 184,74, e g Local inraret

4. Expand ‘Services’ and then ‘Data Sources’ under it. Click ‘Lock & Edit’ button.
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P TT

| Sy of X082 Dota Sources - Feubsl 13 domain .. |

Change Center
Vhew changes and restarts

Mo e charges must. Tk the Reeme
Corviguratien tulton b slow others i edt he
doman,

~ePerpstant Snares
Foreion 1O Proveders
ijeric Conteis

Iow do L. 8
# Creite DBE grrmric dats suroms

» Creste J0BC Groink

* Crests D8O

ORACLE Weblogic Server® Administration Conssle

1) Home LogOut Preferences (54 Recerd Hep |

v s Summmary of JOBE Dats Sources
Summary of JDBC Data Sources
Configuration  Morining

A J08C data source i the IO ree that,

[e

e B EAaAase sonectan from & BT SOUFCE

This page the THT

¥ customize thes table

Data Sowrces (Filtered - Hore Columns Exist]

1y through 8 poot of JDBC sornectons. Anolcatons can ook Lo B Tats source on the FOI ree and then

B B] e e Gk "

nmml:ﬂﬁw s feubs 113 _domamn

Showng Lin 20f 2 Previeus | et

Type Targets
GresLink Tas Source
MU Data Source Gereic ManagedServert
@] |R‘.nsnn.".-. Bereric ManagrdServer

Showing L 20f2 Previous | Next

%4 Localintraret

5. To create a new data source, click ‘New’ and select ‘Generic Data Source’.
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ORACLE Weblogic Server® Adminisiration Console
Change Center ) tome Log Out Prefemces (5] Recerd 1o

View changes and restarts T
Punding changes exist. They must be actvated Create a lew JDBC Data Source
0 baos eflect

L] [ eancm

JDBC Data Source Properties

The folorng prooertes wil be used to icensfy your rew JOBC data source

* Indicat

Wt veonic you ke 50 niame yousr rew JOBC data sourcs?
5 " Name: FCUBSDS
What O] name would vou e o assgn 1 your rew JDBC Data Souroe?

5 01 Hame:
dbe/ feidevDs

et dataoss trpe e you e 9 seet?

Dutakesz Type: Oracle v

Welcome, weblogic | Convectes to: foubs113_domain

Data S +Samesary of JDBE Duta Sources

3 Local tranet 1o -

6. Specify the following details:

JDBC Datasource Name FCISDS

JNDI Name jdbc/fcjdevDS

Database Type Oracle

7. Click ‘Next'.

7-19

ORACLE



5113_domaln - WLS Console - Windows Internet Cxplorer
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Lot Back | | hext | Bancai
IDBE Diata Somrce Propertios
Datsbase Type: orace

ee will b usesd b ety vour new J0BC data source,

[e

ndwme,mltmw s feubs 113 _deman

et Satabase criver woLld vou Ik 1 Use 10 reste datsbase Connechons’ Note: = ndcates that e driver i xsbatly sunoortied By Orace WebLoge Server.

Database Derver:

Sack | | Net

% Localintrarat.

W -

8. Select the database driver as shown in the figure. Click ‘Next'.
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Following screen is displayed:

o a How ata Sour

G:‘ = i trmaiio.aes.74,

foubs113_domaln - WLS Console - Windows |

Ele ES Yew Fgwertes [oos teb

s ke 183 Pads

W e | Craote a Now J08C Ciska Source - Pkt 13, domain - |

B B] e e Gk "

Change Center
Wiew changes and restarts
Mo prcie charsgs munt. Cick the Raimme

Corviguratien tulton b slow others i edt he
doman,

ORACLE Weblogic Server® Administration Conssle

Fenabied 108 dat pources

System Status 8
Hesth of Runring Servers.

&) rome Log out Preferences (2 Recor v | Wekcome, meblogs | Cornected 1 feubs113_doman

[e

P »Summmary of JDBC Dats Sourve
Create a Mew JDBC Data Sowrce
k| M, | Eaeat
Tramsaction Opbions.
Yo have selecned nom (A J0BC drver 13 reate HatBbanE ConCIOn I VoL N GatA SOUPTE.
Exors et et source st Global ansaciors! 1 yes, Dlease chovse the transacion orotodsl for T dans sounce.

[ Supports Global Transactions

Sesect T coton if rou want 1o ensbie nor XA JDBC connections from the dats urce
Rescommanded in place of Emuate Tiva-Phase Commit.

e Loppngr Last T EAChon CpTANIT.

Legging Last Resource
Seiect Tis coton f you want 15 enabie non-KA JDBC connections from the dats sourte & Emubie partooston 1 Gube ansactons ueng ITA Selest th 0aten only f your Backaton tan terate
heurstie conditions.

Ermulste Tos Phase Comenit

‘Sefact g 00t0n (f ¥ou WANE S enabie non-Nk JDBC connechons from the dAt Sourte to DrBEOALE I Gobal IeNsACHons LEng The one-ONate OMME TANEANN IroCesENg. With this tatien. no
other resourtes o perscoete in the global Fansecton.
Ome-Phase Commit

Back || neeat | cancet

Lore

% Localintrarat. Wi -

9. Select Logging Last Resource then uncheck ‘Support Global Transactions’. Click ‘Next’. The
following screen is displayed:
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G. ¥ ¥ i hetpcfLo. 18474,

sale - Windows Internet Fxplarer

[he  Cdt wl Fgeores  Tooks  felp

W o ”mammmm-@mﬁm-...

thange Center
View changes and restarts

N pendng chanoes exen, (i e Alsieass
Configuration button to slow others to edit the
doman.

Aewase Canfguiaicn

et of fumnng Servers

ORACLE wWeblogic Sorver® Admi

Syutem Status

t Prefecences [ sceed Helo

Create a lew JOBL Data Source
s v s
Connection Froperties
Define Connection Fropertes.
What s the name of the deisbase you would e to connect 1o?

Database Name:

Wihatis the name o 1P adcrets of e database terver?

et M

KERDEVZ

10.10.10.10

What s the port on e cletabsee server oed 9 et & the calabase?

Part:

010

AT clatatinge Recoue Lo i £ e wARE I Lt B CmRte CALMEIES Corrctore)

Database User Bame:

What s the database actount paweond by se b coste datnbase conmecter

Password:
Confirm Fassword:

Baca | | o Cancel

FCPBI2

Welcome, webloghc | Commected 19 foubsl13_domain

S Lol T v

10. This screen defines the connection properties. Set the details as given below:

11. Specify the Database Name, Host Name, Port of the database server to connect, Database

User Name and Password. Confirm the password.

12. Click ‘Next’. The following screen is displayed.
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@ e - 8| birpcif10. 18474

(= Cruate a New JOBC Data Source - feuba113_domain - WLS Conele - Windows Intarnet Explorar

Fle £ Yew Fgeotes  fook  Hel

W9 | 8 Creste & New J0DC Dsts Source - fubal 13 _domsn -...

Change Center
Virw changes and restarts
Pia pending dhanges sxst. Chk the Rasleace

Conifiguraton button to Bow others 1o et the
soman

Ariesss C2ntgurmes

Domain Structure

ORACLE Weblogic Server® Administration Cansole

1) Home LogOut Preferences (2] Record Hep @
4 > Summary of JORC Duta Soarors

Ereabe a liew IDBE Data Source
Tews Cootguraton | | Beck | e | | Foven | | Coancel
Test Database Connection

Test the detabuss sualadity and the tonnecton pracerbes yiu Drovided,

What o the §l package name of JBE driver claad Laied o create dakabase correcion i the correcton pool?

Prbias Cine e oracle jdbe OracleOrver
What s the USL of the database 1o correct (7 The format of the URL vanes by JOBC driver,

- jdbe oracte oci- @10.10.10
VWhat catabase AC00UNE LSS PaME SO YIL WANE 10 LUSe B0 oreate databage connections?

Database User Hame: FCPE1121

What s the casabese SC00UNT DASEHOR 1O USE 1 TERDE CBIBIESE CONNECHONST

Fam i SRRRRRRRRR R R R

Confirm Password: LT LT

What ane the pragerses b pass o the JOBC drver when Seatng database CoMchons?

Progerties:

isez=FIPE112L

Thee et of e prapertes whase 'alues are derveed at runtme from the named system preperty,

Wehome, weblogi | Correcsd i foulm113_domain

N Local intreent w10 =

13.

14. Specify the URL.

Default URL: jdbc:oracle:thin:@10.10.10.10:1001:<INSTANCE_NAME>.
Change the default URL to: jdbc:oracle:oci:@10.10.10.10:1010:<INSTANCE_NAME>

15.

Specify the Database Username (Eg: testdb) and password.

16. Confirm the password.

17. Click ‘Test Configuration’ tab.

18.
displayed.
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If the connection is established successfully, the message ‘Connection test succeeded’ is
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v @ heplfo.00e. 08,

Fe  ES  Yew Fgeoies Jook  Help

e 2| Craste o How TBC Dot Scurce «fode] 13 s <. |

Change Center
WView changes and restarts.
P pending changes ewst, Clek e Reiease

Corthgusion bulters b5 allow ofers by el e
coman,

ML Entity Caches

ORACLE weblogle Server® Administration Conscle

B Home Lo Out Preferences [ Recoed Hep

“ama » Summary of I0BC Dats Sourres
Hessages
o

et et
Create a Hew JDBC Data Sowrce

Tow Contguwmion | | Buck| | Mext | | Fnian | fance
Test Datsbase Connection

Tast the detabase syalablty 803 $é CONNESHON Drocerties you rinided,

Witk s the kil pchige name of DB driver

Drrver Class Name: erazle jdbe QracleDiver

What s the LR of S datisbarse to cormect to? The formal of the UL vares by J08C drever.

jdbe oracke oci @10.10 10,

% Craste JBC grrwric dats sourcms
& Creste it ernbled 08¢ data sources.

System Status =
et of funnng Servers

Dore

oM iy

sl Sessors

et = =
How do 1. L]

EUser RATE B0 yoU waNT I USe I reats datAASE Connectons?

Database User Name: ECPE112]

Whatia the databirse account passseord ko use o ceate databae conrections?

#| % X

ol Lecal ntranes o -

19. Click ‘Next’. The following screen is displayed:
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2] htpiif10.104. 74,

Fio Eot few Fyvorkes ook Heb

U G| rmote o Mew JBC Dita Source - okt 13, domain .. |

ORACLE Weblogic Server® Administration Conssle

Change Center 1) Heme Log Out Freferences [ Record e
View changes and restarts "
Pl pomrateny chiarsgms mut. Chek the Eaimms
Corviguraton bulton b slow olhers 1o €dt e
Soman,

com »Summmary of JDBC Dats Sourves

Create a lew JDBC Data Sowrce

Back Frsh | [ Cancel

Select Targets

|®

o can seiect e o mane Wegets b deploy your rew JOBC date saurce. 1¥ you don't select o torget, the data source il be created butnet deploved. Fou will nee b desloy ¥he deta sourte
alater see.

. Gervers

[ asminsercer

L managedservers

Back Foah | Cancel

B B] e e Gk "

Wekome, weblogi: | Carrected to; feubis113_domain

tore

% Localintrarat. Wi -

20. Check the boxes against the required servers. Click ‘Finish’. The following screen is

displayed:
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Codb.
| Sy of X082 Dota Sources - Feubsl 13 domain .. | Fis B v reee s (Brok s "

ORACLE WebLogio Sorver® Admiaston Conae B on

@) Home LogOut Preferences. (5 Receey ke | A Wekcome, meblogs | Cornected 1 feubs113_doman
i >Summmary ol JDBE Dats Surces
Summary of JDBL Data Sources
Configuration  Morining
4 J08C data source e m the 30! ree that, 7y tough 8 pesl of JDSC connections. Anchcations £an look LD 8 i 19urce on the JO! Fee aed then
Berrom 8 Eatahase connectan rom 3 dath Source,
This page the T8 . Son s
¥ customize thes table
Data Sowrces (Filtered - Hore Columns Exist]
i Srowng 110 30F 3 Previeus | Newt
Type 0T Hame Targets
Ceremic e e 05 Maagedioro |
[ |Foussiimans ereric e e DB anch Maeagedterie |
. [ |memestwonn Ceremic FLENTEST. WORLD Ao
Howdo 1 S
* Creste TBC gereric datn surces ) Sowng 110.30f 3 Previous | Next
* Creste OO GodLnk dats sources
# Creste DBS st dats saurces

aiate IDBC data sources
® Deiete JOBC mull data sourees

System States o

hirpelf10.184.74. portal?_riphatnet_pagst S Local nranst 100w, -

21. Click ‘Activate Changes’ button. Click ‘Activate Changes’ button on the left pane.
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The message ‘All the changes have been activated. No restarts are necessary’ is d|splayed

= Summary of JOUC Data Sources - fcubs113_domaln - WLS Consolo - Windows Internet Explorer

Gn‘ = 8] hRtoa[10.104. 74143 00 console console portal_nfpb=trust_pagel sbal=hitp: (10, 104,74,
Be S Yew Ferdes ook Heb

|| % Pads

P T ——| Fis B v reee s (Brok s "

ORACLE Weblogic Server® Administration Conssle

ik e Linck I Bt bntton by meeify, ke o
Gmete e i the doman,

Lock & kst

o Al changes have been scovated, P rESL IS e NeCEY,

Damain Strciurs
foubs L3 domen

- Messagng

 Data Sources
~Perpstent Stores

[ Foreon 1 brovders

¥ of JDBE Data Sou

Configuration Moy

A 0BG cata source s a0 cbiect bound Lo the 2O ee that orovides catsbase connectity through #0od of JOBC commections. Aahuabons can lock LD B SR source on The FEE e i then

Sarrow B Satsbase cannecton from & Cats source,

This pege summarizes the J08C date source ohiects et bave been crested in s domain.

¥ Customize this table

{Filtered -

Exist}

Chcic the Lock & Eofbution n e Change Center tn ectvate ol the tuatons on S page.

Change Center 1) Home LogDut Preferences (2 Arcors Heip A Wekcome, meblogs | Cornected 1 feubs113_doman
View changes and restarts s > Sumemary of JOBE Dats Sourves
Hessages

Shoming 186 10F 1 Previeus | Nexe
. Type IO Narme Targets
il Ganeric s Managediervert
» Create DB gereric data souron FOUBS 11 e s e = e
& Creste JOOC Grdlnk dats sources “
ek, TORC mu ol sources FLEXTEST. WoSLD Gener PLENTEST, WORLD AgminServer
& Daigte 10BC data sources

Srovng Lo uf 3 Previous | heat
* Diete JDBC il data sources

System Status -
Hesith of Running Servers

22. ‘FCISDS’ datasource is created.

23. Click the datasource, and then click on the Connection Pool tab.
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ORALCLE Weblogh Sarvar® Aisstraion Sormoe 020 O

Change Center 18] Home LogOut Preferences (5] fecord Help a Welcoase, weblogic | Corrected io; DelaultDamain
View changes sd rertarts Hicrim »Surrmry of Serrices: IDBC »Surmary of J08C Date Scurces »hckbev DS Burrmary of Swvicm: 0BT »Suswry of JDBC Dt Svurcms fcidevDS »Surmary of 08T Dats Scurces =leiivDS
Configuration edting is enahled. Futre Settings for fojdevns
changes wil sutomabcaly be activated as you
mocity, add o delete items n this demain. Configuration  Targels  Mororing | Contrel | Searity | Nales
Domain Structure Germrdl | Connection Pool  Trarmactin  Disgrestics | Ienlily Crotiors
DefaulDoman
1 Ervvronment =S,
Deghayments
5 Services
rpand The correction poel witin & JDBC data svurte contains & grou of J0BC tunnectuns that sppbustions reverve, use, and Sen return to the pool, The correction pool ard the wornections
HEsIng within i o wehen thy o, umially when starting Lp Wehlngie Server o when deplaying the Satn source b A new target.

o F S
Permsent Stores Lise #s page tn define the rendguration for this data source's connection pocl,
Hforaign DL Prowmders
[Caherence Custers

Wicrk Contexts o umi: jbe-orache:oci:@ 10,10, 10.1001010:CPUT1G2

oo 5] Driere Class Hame: oracle jdbe OracleDriver

How do L.

®» Create JOBC dats sources

a Configure testng optons fir & JOUC data
souece

s Configure the statement cache for 4 TAC
coneon ool
» Configure credental maogng for & JOUC data

source
System Status = ] password: The pure pasicd =
Health of Running Servers
Confirm Passward:
| Faded {1
| Critieal {71}
Initsal Lapacity: 1 ate w
Creriaded (7}
[ Warning (1)
I (1) AT 15

Capatily Incresent: 1

7] statement Cache Type: LRU =

Statement Cache Size: 200 The rume o

24. Select the statement cache type as ‘LRU'.

25. Specify the statement cache size as ‘200'.

26. Click ‘Save’.

Note the following

e You need to create another data source for Oracle FCIS with the JNDI name ‘<Non-XA
FCIS HOST JNDI name>_ASYNC'. For example, if the Oracle FCIS HOST Non XA data
source JNDI name is ‘jdbc/fcjdevDS’, then you need to create another data source for
FCIS with the JNDI name ‘jdbc/fcjdevDS_ASYNC'.

e While creating a branch using the ‘Branch Parameters Maintenance’ (STDBRANC)
screen, if you have created a data source for the branch, then you need to create a
corresponding ASYNC data source with the JNDI hame ‘<Non-XA FCIS BRANCH JNDI
name>_ASYNC'.

7.2.1.4 Scheduler Data Source configuration

For all the LOB and SMS schema created for FCIS, Equivalent XA data sources are required for
Scheduler with Jndi name as “jndi name of LOB/SMS schema”+ “_XA” (Standard naming
convention)

Example

If there are three LOB schema’s for FCIS with below jndi names
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v jdbc/BR1204R1
v jdbc/EN1204R1
v jdbc/AMC1204R1

Equivalent Data source setup for scheduler will be

Data source name

Jndi Name

BR1204R1_XA

jdbc/BR1204R1_XA

EN1204R1_XA

jdbc/EN1204R1_XA

AMC1204R1_XA

jdbc/AMC1204R1_XA

7.2.2 JMS Server Creation

Follow the steps given below:

1. Start the Administrative Console of Weblogic application server. You can start this by
entering Oracle Weblogic Admin Console URL in the address bar in an internet browser.

http://10.10.10.10:1001/console Eg: http://10.10.10.10:1001/console

Following screen is displayed:

%) Oracle WebLogic Server Administration Console - Mozilla Firefox

Fie Edt e Hgtoy Bockmarks Toos  Help

@ e 7 [ [httpeff10.10.10. 1041001 fconsolelaginfLoginFarm. sp

+ ~ | [3-Tcosae p

2 Most Visited | | Aria || AccountRequest || CRMTicksts | My Orace | | HetworkRequest || Software

|_| Dracle WeblLogic Server Administrati...| = ‘

ORACLE Weblogic Server Administration Console 12¢
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Welcome

Login to work with the WebLogic Server domain

Username:

Password:
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http://10.10.10.10:1001/console

2. Specify the Weblogic administrator user name and password. Click ‘Log In’.

3. Navigate to Oracle Weblogic home page.

me Page - fcubs113_domain - Wi

Windows Internet [xpk

Gn‘ = ] W10, 104, 74 14 T eoresche feonscke Dot sl _nfptetrust,_pagel staleHomePagal

Fio Eot few Fyvorkes ook Heb

W | @ Home Pags - Feubs1 13 domain - WLS Conasle

Lk TS Pads

B B] e e Gk "

ORACLE Weblogic Server® Administration Consale

Change Center 1) Home Lo Out Freferences (i)
iew changes and restarts Himms
ik the Lok K buotton to mexdy, add or Home Fage

Gmete e i the doman,
Information and Resources

Lok st

Helg ™

® Configure anplcanors

® Configure Grdlirk for RAT Dat Source
Durmain Struture

™ fecent Task St

® Sel your corsole referenes.

Dromain Conliguratians

Clgters
Mgraiabie Torgets

o Cobermice Sarcars

Coherence Custers

Hiact

Bl

chmirsstration Task Deseriotons
® Head the documentaton

2 queston n My Crade Supoert

Oriache Guardan Cverven

+ Hestagng
= 5 Serve
& StormeaedFore Sgmnte
w5 Moddes
& Bat Serme

» Bridges

Wekome, weblogi: | Carrected to; feubis113_domain

% Localintrarat. T

4. Following screen is displayed:
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|_domain - WLS Console - Windows Internet [xplorer

| g Summary of M Servers - Foubs 113 domain - WIS €. |

Change Center
Vhew changes and restarts

ik T Lick I Bt button b modify, add or
Gmete e i the doman,

Lock & kst

ORACLE Weblogic Server® Administration Conssle

T o = pre—— a
e = Surary o SO Deta Sourom > HEXTEST 1nOHLD > Semmary of M3 Sarvars
Summary of JMS Servers

45 servers Bot as maragement centarers for S ouPUES and oy in VS madies St are tvpeind f them,

This page summarizes the 2 servers that have been ceated n the cuen gt Berver doman,

Domain Structure.

~ 45 Serysry
Store-endFormerd Agents
MG Modules
Path Servces
Hi-Bridges
—Dota Sources
—Permstent Sores
—Foreign 301 Providers
by =) A 13

¥ customize this table
45 Servers (Filtered - Hare Columns Exist]
Chck the Lock e Center 1o bitvate ol e,

B B] e e Gk "

ndwme,mltmw s feubs 113 _deman

Sromg 01000l 0 Previeus | Hest

Hame < Persistent Store Target Current Server

Health

There are ro fems o dacley

Suwng 0w 0ol 0 Previous | Neat

Howdo 1

* Confgure IS servers

» Configure M5 system moduies

System Stabus

% Localintrarat. Wi -

5. Expand ‘Services’ and then ‘Messaging’ and ‘JMS Server ‘under it. Click ‘Lock & Edit’ button.
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| Sy of M Sorvers - o113 doman - WS C... | Fis B v reee s (Brok s "

ORACLE Weblogic Server® adrinisraan Conste -2
Change Center 18 Home Log Out Freferences [ Record e | A nmml:\:—mw 19: feubs113_donsain
View changes and restarts cevm > Surwsary of JOBC Dets Sourte vy 0 = Semeemary of 143 Sarvers
Fis purteng chavgms mut. Sick the Ralmms Summary of JMS Servers
Corifguraton tuiten 12 siaw others i edt The
Soman,

IMS servers Act a3 management contanens for T QUELES A IS N IMS mocuies That are tvpeted o them,

Ths page summarzes the 243 servers that have been created n the Cuent WebLog Server doman,

¥ Customize this table
= IS Servers (Filtered - Hare Columns Exist]
ti | Sreming 0 ta Dof 0 Previos | Neat
] | e « Perskitent Store Target Current Server Mealth
There are o Sems o dacier

tid Srowing 0ta Dof 0 Previeus | Hext
Tow do L. B
' Configue G smewe
= Configure 35 system modues
System Status
st of Running Senvers

Dore %4 Localintraret w100k -

6. Click ‘New'.
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¢ Croats a Now JWS Server - foubs113_domain - WLS Console - Windaws Internat Lplarar.

—
Gv::r = @] Wtpif10.104. 74,

i -
| et Now M Sorver - Foubs 113 domain - WS G | |
ORACLE Weblogic Server® Administration Consale

wlley |

Change Center @ Home Logout Preferences (2 Recoed He a
View changes and restarts. o »Jursary o JOBC Duts Sturoes >HEVTEST WORLD > Sumemary of 1045 Survars
M e charsgms munt. Clck the Raimme

Create a Wew JMS Server
Corifgur ation bulton L v others 59 edt e
doman,

meat | | Fian | | Cance
35 Server Properties
The il i b erSfy o rote I Server,

ik yond e 10 rilmee vour e IS Server?

£ " ame: FCUBS_JMSSner

‘Specify pertstent sitve fir the new J45 Sanver.
Persistent Store:

titnd | | Fiown | | Cances

m

B B] e e GTesk s

nmmlmw s feubs113_domain

» Configue I8 pystem mockies

%4 Localintraret 100 -

7. Specify the following details:

JMS Server Name

FCIS_JMSServer

8. Click ‘Create a new Store’ button. The following screen is displayed.
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ole

Windows Internei [

Faverkes ook Helo

W e | Creote a Now MS Sorver - Foubs1 13 demen - WS G |

B B] e e Gk "

Change Center

1) Heme Log Out Freferences [ Recerd e |

ORACLE Weblogic Server® Administration Consale

a nmmlh—mw 1: feubs113_domain
Vicw chasipes aod restarks e > 3urary of JOBC Dvia Soure >MATTEST \VORLD Semmmary uf 1913 Sarvers
N e charges musit, Cick the Bimmi Create a ew JMS Server
Corviguratien tulton b slow others i edt he
bisremecin ewt Cancel

5 Mpddes

How do L. 8

» Configue I8 pystem mockies
» Configure oustom perEstent iores

System Status 8
Hesth of Runring Servers.

% Localintrarat. Wi -

9. Select ‘File Store’ as the type and click ‘Next'.
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Following screen is displayed:

= Croate a How M5 Server - fcubs113_domaln

G:‘_\ = B Hp 0. T4,

e [t ew Fgeokes  Jook el
i .

W15 Console - Windows Internet [xplorer

WG Creste & New JHS Sarver - Foubs] 13, domsin - WLS C...

ORACLE Webloglc Server® Administration Cansole
Change Ceater B Hore Log 0 Prefrverees (5 Recerd el | N Wekcome, weblogic | Connected to: foubs113_domain
View chamges and restarts - Susmary of J08CC TIWORLD = Surmemary of I3 Sereers

No g changes e, Click the riease
Corkouratonition o sl s 1 e e

Create a liew JH5 Server
of | | cances

Fibe Store Propertics
Rewase Confguraien

Droparses vl be used to identfy your new fle stoce,

What mouid you e 10 name your e fle store?

g FCUBS _FileStone
Sainct & wmrowr rtlaccs for e e gt
Target:

The patriame t

Directony:

FOUBS_FileStore

0 | Cances
\\\\\ iy

+ Configure cugton pergatent stares

System Status =
Hesith o#Rurming Servers

S oca et  Riow -

10. To identify the new File Store, specify the following properties:

e Specify the file store name as FCIS_FileStore.

Select a server. For this file store, you may select ManagedServerl (created by the user).
e Specify the Directory as FCIS_FileStore.
e Click ‘OK..
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The following screen is displayed with message ‘File store created successfully’.

ale a How JMS Server - foubs113_domaln -

o - Windows Internet Lx

G:‘ = i trmaiio.aes.74,

Ele ES Yew Fgwertes [oos teb

W e | Creote a Now MS Sorver - Foubs1 13 demen - WS G |

ey |l

B B] e e Gk "

Change Center
View changes and restarts

Brrte chavgms must. They mst be actoated
o Lake effect,

oo Al Changes

Damain Strciurs

doman -

—Foregn B Provders
ok Contats

Howdo L. =

* Confgure VS sritem modkies

 Configure ot

parmstent stores

ORACLE Weblogic Server® Administration Consale

@) Home LogOut Preferences [ Recoed Mo |
e > Jrrmary o JOBC OW> Sourom >MAXTEST. i
Hessages

o Fie store ceated susesifuly
Create a fiew JMS Server

Next | | Frmh | Cancel

TS Server Properics

The following Drocertes wil b used 1o identfy vour new M5 Server,

Vet wouid you lee to mame your nes IS Server?

A * names

FCUBS_JMSSener

digaa | | Fran | | Cances

a

WL = Semmary of 15 Sarvers

| Craate  liew Store

ndwme,mlcmw s feubs 113 _deman

System Stabus =]

% Localintrarat. Wi -

11. Click ‘Next'.
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12. Select the target managed server. Click ‘Finish’.
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13. The message ‘JMS Server created successfully’ is displayed.

14. Click ‘Activate Changes’ under Change Center. The message ‘All changes have been
activated. No restarts are necessary’ is displayed.

7.2.3 JMS Modules Creation

Follow the steps given below:

1. Navigate to the WEBLOGIC Home Page. Click ‘JMS Modules’ on domain structure by
expanding ‘Messaging’.
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2. For creating New JMS System Modules, click ‘Lock & Edit’ button.
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3. Click ‘New’ button. The following screen is displayed.
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Enter the System Module Name as FCIS_SystemModule.

Enter the Description File Name as FCIS_SystemModule.
4. Click ‘Next'.
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The following screen is displayed.
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5. Check the box against the server created. Click ‘Next'. The following screen is displayed.
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6. Click ‘Finish’ button. The following screen is displayed.
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7. Click ‘Activate Changes’ button on the left pane.
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The message ‘All the changes have been activated. No restarts are necessary’ is d|splayed
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7.2.4 Subdeployment Creation

Follow the steps given below:

1. Navigate to the WEBLOGIC Home Page. Click ‘JMS Modules’ on domain structure by
expanding ‘Messaging’.
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2. Click ‘Lock & Edit’ button.

3. Select the IMS module created earlier.
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4. Click ‘Subdeployments’ tab.
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5. Click ‘New'. The following screen is displayed.
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6. Specify the Subdeployment Name as ‘FCIS’. Then click ‘Next'.

7-49 ORACLE



The following screen will be displayed.
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7. Select the JMS Server (as created by the user).
8. Click ‘Finish’ button.

9. Following screen is displayed.
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10. Click ‘Activate Changes’. Following screen is displayed.
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7.2.5 JMS Queue Creation

1. Select the IMS Module created earlier.
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2. You need to set the configuration for FCIS_SystemModule is to be set.

3. Click ‘Configuration’. Then click ‘Lock & Edit’.
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4. Click ‘New'. The following screen is
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displayed.
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. Select the ‘Queue’ option. Then click ‘Next'.
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For creating new JMS System Module Resources, follow the steps given below:

e Enter the Name of the Queue as ‘NOTIFY_DEST_QUEUE".
e Enter the JINDI Name as ‘NOTIFY_DEST_QUEUE’.

e Select the Template as ‘None’.

e Click ‘Next'.
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6. Select the managed server created by the user. Click ‘Finish’ button.
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7. The JMS Queue has been created successfully. Click ‘Activate Changes’ under ‘Change

Center’.
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8. Click ‘New ‘to create more Queues. You may follow the same steps to create other queues.

7.2.6 JMS Connection Factory Creation

After creating the queues, you need to create the connection factory. To perform this, follow the
steps given below:

1. Click ‘New'.
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2. Select ‘Connection Factory'. Click ‘New’.
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. Enter the Name of the Connection Factory as ‘NotifyDestQCF’.
Enter the JNDI Name as ‘NotifyDestQCF'.

. Check the box ‘XA Connection Factory Enabled’.

o 0 A W

Click ‘Next’.
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7. Click ‘Advanced Targeting’. The following screen is displayed.
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8. Select the ‘Subdeployments’ as FCIS.

9.

10. Click ‘Finish’. The following screen is displayed:
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11. The message ‘Connection Factory created successfully’ is displayed.

12. Click on the Connection Factory ‘NotifyDestQCF’ to have XA Connection Factory enabled.
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13. Click ‘Transactions’ Tab. The following screen is displayed.
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14. Check the box ‘XA Connection Factory Enabled’.

15. Click ‘Save’. The following screen is displayed.

7-67

ORACLE



fcubs113_domaln - WL

A = |8 teepilf10.104. 4.

Ele ES Yew Fgwertes [oos teb

e | ot for NekihOesRcE - Frubs1 13 demain - WS ., |
ORACLE Weblogic Server® Administration Consale

Change Center

1) Heme Log Out Freferences [ Recerd ep |

Et-tessagng
5 Servers
Store-ancFormand Agents
5 Mg

Transaction Timeout:

[F] ] %A fonmection Factary Enabled
—Foreign 301 Providers

ok Contats =

Howdo 1

* Configae conrecton lnctores

System Status -

3600

=}

View changes and restarts [ ot S oS
g chy Messages

o ce

Settings for NotifyDestQCF

Subdeglorment | Metes
Gerersl | Daf Cent Fiow Conteal s seaurty
Save

Lise this page = defne. the tarsacton conAguration for B JHS cornectan factery, o can tefne & Eansaction tme-aut ville, and alss indicate wherther o I3 oueue or i togir cenneston
Tockary i reburmed, which create seasars St aor JTA uier Sansacton mware.

B B] e e Gk "

ndwme,mlcmw s feubs 113 _deman

EATEATIONT O CONNACIONT TRAtRd it

% Localintrarat. Wi -

16. The message ‘Settings updated successfully’ is displayed.

17. Click ‘Activate Changes’ button under ‘Change Center’.
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The message ‘All the changes have been activated. No restarts are necessary' is displayed.
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7.3 Configuring Weblogic for Oracle FLEXCUBE

This section explains the steps for configuring Oracle WebLogic application server for Oracle
FLEXCUBE Investor Servicing. Follow the steps given below:

1. Select the domain from the domain structure as shown below. (Eg: fcubs113_domain).

7-69 ORACLE



Windows Inter

G; = ] WRpi10. 104 4. 14 eorsoke fconscle portal_npb=trusdy_pages sbal=HomePagel

Be R yew

Faverkes ook Helo

o | g ome Page -Foubs1 13, domain - WLS Consoke

Change Center
Vhew changes and restarts

doman,

Mo e charges must. Tk the Reeme
Corifiguration tulton 12 siaw athers i edi The

lark Sontmts

= Use the Change Center

® Record WLST Sorpte
» Change Console prefrences

® Marsior wervert

System Status

Health of Aunmng Servers

| Eaded (1)
[ Cntiesl {01)

Crverioaded (1}

ORACLE Weblogic Server® Administration Consale

1) Home LogOut Preferences (54 Recard Mot

» Configue sobtaton

w Configure Grdink for RLAC Dot Source
® Revent Task Slans

® Sebyor sesme peferences

Domain Configurations

 Seves

* Custmrs

= Vriueltosts

» Migratabie Tagets
# Coherence Servens
* Cobwence Cisters

General Ink

= Common Admrmsiraton Task Desorpton
= Aead e documentaton

® iigk 3 gueston on My Crisde Support

= Oracle Guardan Overview

» Mewsagrg
o M Sarms
= Sore-andForward Agents
& S Mockuies
= FatServes
o Bridges
* DatsSources
w Peratert Stres
* 1L Regatres

= ¥ML Enty Caches

u WTC Servers

® Jolt Cannection Padis

nmmlmw s feubs113_domain

teropershiity

%4 Localintraret

7-70

ORACLE



The following screen is displayed:
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2. Under ‘configuration’ tab, Select ‘Web Applications’. The following screen is displayed.
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3. Scroll down and ensure that the details are as shown

in the figure. The remaining portion of
the screen is given below:
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4. Check the options ‘JSP Compiler Backwards Compatible’ and ‘Archived Real Path Enabled’.

5. Click ‘Save'.

6. The following screen is displayed:
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7. Ensure that the message ‘Settings are updated successfully’ is displayed.

8. Click the button ‘Active Changes'.

7.4 Setup/Configure Mail Session in Webloqgic

This section describes the set of configurations changes required in Oracle Weblogic Server
when Oracle FLEXCUBE INSTALLER SERVICING is configured to generate and send
passwords to users via e-mail.

7.4.1 Creating JavaMail Session

To configure mail session, follow the steps below.

9. Expand ‘Services’ on the left pane of the application server. Click ‘Mail Sessions’.
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10. Click ‘Lock & Edit’ for creating a new session.
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11. Following screen is displayed.
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12. Click ‘New’ for creating a new session.
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13. Specify the required details to create a session. Sample details are given below:
Name

FCISMailSession
JNDI Name

mail/FCISMail

This JNDI name needs to be maintained in fcubs.properties file with encrypted format.
Java Mail Properties

mail.host=<HOST_MAIL_SERVER>

Eg: samplename.mail.com

mail.smtps.port=<SMTPS_SERVER_PORT>

Eg: 1010

mail.transport.protocol=<MAIL_TRANSFER_PROTOCOL>

Eg: smtps
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mail.smtps.auth=true

mail.smtps.host==<HOST_SMTPS_MAIL_SERVER>

Eg: samplename.mail.com
14. Click ‘Next'.

The following screen is displayed.
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15. Check the box against the required servers and click ‘Finish’ to complete the configuration.

‘fcubs.properties’ file needs to be updated with the encrypted values of
e SMTP_HOST

¢ SMTP_USER

e SMTP_PASSWORD

e SMTP_JNDI

This can be achieved using the Oracle FLEXCUBE Investor Servicing Installer.

16. Click ‘Active Changes’ button to activate the current mail session settings.
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7.4.2 Configuration of the TLS/SSL Trust Store for Webloqgic Server

As described in the previous section, Oracle FLEXCUBE INSTALLER SERVICING uses SMTPS
to send outgoing mails. SMTPS uses SSL to ensure transport-level security of the mail messages
and hence, the certificate of the mail server needs to be imported into the trust store(s) of the
Managed Servers where Oracle FLEXCUBE INSTALLER SERVICING is deployed.

The certificate of the mail server needs to be specifically imported into the trust store configured
for the Managed Server(s), as configured in the Oracle FLEXCUBE INSTALLER SERVICING
Installation guide titled ‘SSL Configuration On Weblogic’ (SSL_Configuration).

For further details on importing the certificate of the mail server into the trust store, refer to the
documentation for the Sun Java keytool utility (Key and Certificate Management tool).
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kind with respect to third-party content, products, and services. Oracle Corporation and its affiliates will not be
responsible for any loss, costs, or damages incurred due to your access to or use of third-party content, products, or
services.
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